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1 Introduction

This document will detail the integration of the ACTpro 4000 access control solution, with CathexisVision
software. Functionally this integration will entail the triggering of standard CathexisVision Events, based on the
triggers from the ACT device.

Requirements

e CathexisVision 2015 Service Pack 2 and later.
Windows 7 - 64bit and later, Windows Server 2008 R2 and later.

e CathexisVision ACT Server.

e ACTEnterprise 1.3.0.4 software.

e Minimum of 4 GB of RAM required.
Note:

1. If you need information regarding the regular operation of an ACTpro 4000 device, please consult the
relevant ACT documentation.

2. There is a General Integration section in the main CathexisVision manual. It has vital information about
creating an integration database, as well as a general introduction to the Integration Panel. Read over
this section.

a. License Requirements

CACC-2000 | Access control Device license FEATURE_CATVISION_ACCESS
CACC-1001 Access control single door FEATURE_CATVISION_ACCESS DOOR

license
CACC-3000 | Access control device bundle | FEATURE_CATVISION_ACCESS,
license (unlimited doors) FEATURE_CATVISION_ACCESS_DOOR_UNLIMITED

b. Integration Components

All CathexisVision integrations have two component levels: Device and Object.

Device The device is CathexisVision software’s interface, which handles all the interaction between
CathexisVision and the integrated hardware. When you add an integration to the CathexisVision
system, you add a device.

The messages received from the device are called Device Events.

Objects Objects are the individual pieces of hardware that comprise the integration. You may have multiple
"object types" under the objects group. For example, the main controller and door nodes, of an
access control system, are both objects. They are different types of object.
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2 Device Addition and Configuration

a. Introduction

This section will detail the procedure for setting up systems to effectively communicate with each other. The
ACT integration requires that you have the ACTEnterprise 1.3.0.4 software, and the CathexisVision ATC server
running, on the same computer.

b. CathexisVision Specific ACT Setup

There are a number of things that you will have to set up before you can successfully add an ACT device to
your CathexisVision. The following all need to be installed on the same computer:

1. ACTEnterprise 1.3.0.4 software.
2. CathexisVision ACT Server. (Contact support@cat.co.za for this software.)

CathexisVision ACT Server Setup

The CathexisVision server will communicate between the ACT database, and the CathexisVision software.

[ﬁl Cathexis ACT Server = | = [&=l| Once the server is installed, you can open via
JE— .
Select Installation Folder f';I'.'HE . the desktop shortcut:

The installer will install Cathexis ACT Server to the following folder.

T ingtall in this folder, click "Mest". To install to a different folder, enter it below or click "Browse',

or the tray icon:

FEolder:

C:\Program Files (8615 Cathexiz ACT Servery Browsze. .

Install Cathexis ACT Serverfor yourself, or for anyone wha uses this computer:

") Evernyone

@ Just me

Cancel ] [ < Back ] [ Nest » ]

e Setup the server

While the server is running you will not be able to change the

@7 Cathexis ACT Server == =] setting from the defaults

: oonn
Listen Port Click on Stop, in order to change these.

ACT Uzemame Administrator

ACT Password

TCP: Connected ACT: Connected
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5 - Once the server has stopped you may change the port to
PN ARy E@ whichever port you need.

e 1 Note: These details will be needed again, for when you add
ACT Usemame Administrator the integration device to the CathexisVision software.
ACT Password

The default username for the server is Administrator. There is

no password for this default user.

TCP: Disconnected ACT: Disconnected

c. Add a New Device in CathexisVision

Integrations are added on a server-by-server basis. They are managed in the Integration Devices panel, under
the Setup Tab of the servers to which they are added. To get to the Integration Panel follow this path:

The Integrations Panel

Site Tools Settings Help

[= =]
‘-OE Cameras

ﬁ% Close site's tabs g Databases

|8 Cometoon. | coprT

R R

[ Integration devices

You will notice two sections in the Integration Panel:
1. The devices list will list the integration devices that are attached to your integration database.
2. The Configuration section enables you to edit/review, the device which you have selected in the
devices section.

e Device Addition

1. Once inthe Integration Panel, in the devices section, click on . This will open the addition

window.
2. Select ACT access control from the list.
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Configure the device

Mame  ACT Demo

Connection

IP address 127.0 .0 .1|

Port 8388

L1113

l < Back ] | Finish l I Cancel

d. Configuration Section (Tabs)

Give your device a descriptive
name.

Set the IP address to the computer
that has the ACT server, and ACT
software running on it. (In the demo
here, this unit is also running
CathexisVision, so the loopback IP
address has been given.)

The Port number must match the
port number that was entered into
the CathexisVision ACT server,
above.

The configuration section is divided up into a number of tabs. These tabs are: Object configuration, Object

properties, Device events, Groups, and General.

Object Configuration Tab

Configuration of "ACT Demeo’

The object configuration tab

|£2]  Controller I,\\y 1 Contraller 1
| & Door 1 Door 1-1
|@l] Door 2 Door 1-2

e Object Configuration Buttons

You may add a new object by clicking on New.

Will open up an existing object for edition.

=
1]
IH i

Delete
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Object configuration | Object properties I Device events | Groups | General is the tab where you may
Object type | #¢ Al abjects v view all the individual objects
T ; that comprise the
Type D Mame Cameras Groups License . .
@ Communication channel default Default Integration.

With the ACT integration all
the devices should
automatically be populated.

Is used to delete an existing object from the CathexisVision configuration.
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e Object Configuration Right-click Options

I l

Kl New will open up the dialogue to add a new object.

Disable/Enable allows you to manually enable/disable individual nodes.
Disable Prioritise allows the user to give specific objects priority, when licenses are
Bt Dermice applied. (Useful, if you currently have less licenses, than you have objects.)
Delete will permanently remove this object from the list.

Delete Properties will open up the object properties. You may edit the object from here.

(Specifically you will be able to assign cameras to this object, as well as define

F'rcupertiﬁ
— user access levels for it.)

Properties: Cameras

Cameras m' Adding a camera to an object will mean that, whenever
there is an event on that object, the recording from that
Camera 1 | i Cat Africa Consign (Zone 13) || @ camera will be related to the time and date of the
Camera 2 [[ICat Africa Storage ( Zone 14) = & object event, in the Integration database.
To add a camera click on , and select the
relevant camera from the drop-down menu.

. [+]
To delete a camera click on =,

Note: If you do not have continuous recording setup, on associated cameras, you will run the risk of zones
(object) triggering while the cameras are not recording. To only record cameras, when an object triggers, you
will need to setup Events that trigger a recording, when one of these objects is activated.

Properties: Access
Cameras | Access | Access allows you to protect sensitive objects, by

Use the default access rights for ‘Cantroller’ objects | Configure default access] Only a“OWIng certain levels users access to them.

Level 2 Level 3 Level 4 You will see a list of objects, whose access level
Level 8 you may set.

Note: If you have Use default access rights checked, you must make sure that those default rights have been
correctly defined. Click on Configure default access to do this.

Objects Properties Tab

The Object properties tab allows you to view the objects, sorted by type. In the case of the ACT device you will
have the options of viewing by Controller, and Door. Right clicking on an object will give you further options
for each object.
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Device Events Tab

Configuration of "ACT Demo’

| Obiject configuration I Obiject properties Device events Groups General

Event type

Door Events 2014-11-27 14:11:11,512  2014-11-27 14:11:09 Door Mormalised 1 Door 1-1

General Events 2014-11-27 14:11:11.202  2014-11-27 14:11:10.982 Mormalise Command Issued Operator, PC 1 Door 1-1  Administrator
Door Events 2014-11-27 14:11:07.150  2014-11-27 14:11:05 Door Unlocked 1 Door 1-1

General Events 2014-11-27 14;11:06.860  2014-11-27 14:11:06.510  Unlock Command Issued Operator, PC 1 Door 1-1  Administrator

The Device Events tab, lists real time events happening on this device. It is an excellent way for installers to see
that the integration is functioning, and to monitor the live events happening on site.

If you have too many events to easily sort through, or are only interested in a specific
subset of events, you have the option to sort the events by object type. The image to the
left identifies the specific sorting objects available in the ACT integration.

Door Events

All events
Alarm Events

General Events
Reader Events

Groups Tab
| Object configuration | Object properties | Device everts ‘ Groups | General | XP20Coi |1 You can create groups of the
same type of object.
Grop =] ) (4 [
; ; ] ) Tip: This is very useful when
Avallable objects Objects in setting up Events, because
Mame MName

events can be triggered by an
object group. (E.G. a group
will trigger, if any of the
zones/partitions in that group
is triggered.)

@« &

e Create a Group

5
To create/edit a group click on J/ '—‘;T. (Note: Once a group has been created, you may not edit the object
type of the group.)

P

= 7 When creating a group you will select what object type to
[&| Create a new object group [ 7 |[uS] include in the group. Once the group is created the available

Create a new object group %ﬁ‘} objects panel will fill up with all available objects of that type.

Configure the new object group From this list you will choose which objects you want to use in

your Group.
Group name  Door Group
Object type | ENGminales -] Give the group a descriptive Group name.
|2 Controller
|l |Door . .
; Commiicition diaing Click on the drop-down menu to select the object type that

you would like to group.
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Group [|Ji]_|Duur Group v] i

% You will then see a list of Available Objects. To add/remove these
objects to the group select them (you may select multiple at a time),

Available objects

and click on E:.;)/ QZI

Mame

Door 1-2

General tab

Currently the general tab deals with the integration database. Here you will be able to select a pre-created

database, or you will be able to configure a new database.

e Select an Integration database

Integration database |Access

Only databases which relate to the device you are adding should appear.

% To select a database click on ?33, and select the relevant database.

e Configure a new database

[@ Configure integration databases

integration database setup, as in the image below:
Name the database, set the size and select the applicable driver.

If there is no database created yet, clicking on this button will take you to the

P

i Integration database setup

[Zls=]

® cathexis (MASTER) | |Kev

Mame

Size{mb) Enmabled Flaags

P

| Create database

Database name ACT MetaDE|

Size (Max: 500 MB) 100 ME

Driver | A5POS (1.1.1)

MNew

|| edt ||

Delete

Connected to unit Cathexis

005-20150408-55 Rev 2
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A successfully added integration database will show |kay Mame Size{mb) Enabled  Flaas
up in the list like so: @z—q ACT MetaDE 100 Yes
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a. Introduction

The database tab will allow you to navigate the databased entries, for each individual database. In the
database tab each database is presented as a table. It has built in filters, and the ability to navigate by
timestamp. If a database entry has an associated recording you will also be able to launch this recording, from
within the database tab.

Most integrations will have a different database presentation, and unique filters, due to the different
parameters sent to CathexisVision by the integrated device.

b. Navigate to the Database

Site Tools Settings Help You may view the information stored in the Integration

- . .
"OE E— da?tabase, by following the path you see to the left. This
: &% Close site's tabs gm will take you to the Database Tab.

=1

Resource Once in the databases tab you will have to select the
= @Cemun‘nn access control (MASTER) relevant integration database. The databases are ordered
= Access control under the NVRs that they are attached to. An ACT

database will look like so:

v sorted by

Type | Time Door ID | Location | Event Lsername | Links
-F‘:eader .2014—11-2? 14:14:24 i 1Door 1-1 -.ﬁ.;o'passbadc In Peter -
Reader 2014-11-27 14:14:28 1Door 1-1 Unrecognized Card Card: 1307060 -
Reader 2014-11-27 14:14:31 1Door 1-1 Access Denied Tracy -

c. Database Interface

(O RO (Y

Goto Timesta 5 )2013/10/04 [2]03:5412PM [ =

Connected to unit Certurion access contral

@ View You may change the way that your database is presented. Some integration databases
have multiple view options. The ACT database has sorting options of Reader and Door.

@Sorted By You may sort the Events based on the following parameters: Time.

®Easy Search The easy search option allows you to quickly search the database within one of the
following options: User.

@ Filter? Filter offers a more advanced manner of sorting information in the Integration Database
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table.
You are able to filter based on the following parameters: time, ID, and description.

Once you have the filters dialogue open you will have the following options:
1. To enable filters check this box: ¥/ Enablefiters
2. To add a new filter click on %
The filter icon I will change to & when filters are active.

3. To delete an added filter click on %

The ACT device offers the following filter options:
% Door ID s equal to

% Time
Door ID
Location
Event

Lsername

Note:
1. You may run multiple filters simultaneously. And you may even filter using the
same parameter more than once.
2. To change a filter click on the blue hyperlinked text. (For example, click on
Jimestami to change the filter from Timestamp, to any of the other available
options.)

@ Go to Time

This will allow you to go to a specific point in time, down to the second. To navigate to a

timestamp set the time using the time and date boxes, and the click on the - icon.
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Viewing an Entry’s Associated Recording

If you have attached cameras to device objects in the
Integration setup, and have set these cameras up to
record continuously, each Integration database entry
will have a corresponding recording. To view a
databased event’s recording double click it. A
floating replay window will appear, from which you
may review and archive video content.

[{7 Assembly Guest 3 Close: 2013/10/07 09:46:53

||
ﬂ will give you the view as shown on the left.

[ [1]]
ﬁwill break down the image into 4 sequential
frame viewers.
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a. Introduction

A CathexisVision event has a trigger, which causes an action. You may set integrated devices to act at triggers,
or as actions. This document will detail the ACT specific aspects of Events. There is a comprehensive guide to
CathexisVision Events in the main setup manual.

Most of the data that CathexisVision receives from a device is presented in the Events interface. This is done in

order to give the user a full range of options. As a result some of the options presented in the interface may be
impractical for being used as an event trigger, or action.

b. Creating and Event

To create an event using the ACT device, enter the Events management area:

Site Tools Settings Help

Eé@ Cameras

ﬁ% Close site's tabs g Databases

=) =

L T |
1. Once in Events management click on . This will open up the New Event window.

2. Once in this window, select the Triggers tab and click on the hyper link titled, S2ngand figgers
a. From the menu that drops down, left-click the ACT device that you want to trigger the event
with.

Servers @I

o While/When and Any/All

When triggering on a door you will have the option to trigger while/when a trigger is active. You will also be
able to select multiple triggers, and define whether all/any of the triggers need to be active to set-off an
event.

Trigger using Doar 3 As usual, to change these settings click on the

Farfarm actions while  any  of the properties meet the following criteria~ related, blue, hyperlinks.

c. Triggers

A trigger is the user defined input that tells the event to start. The trigger causes the subsequent action (which
the user will also define).

Set your device as the trigger

| Genersl | Triggers | Actions | If you are creating a new event, the trigger type will default to:
[F—— ot e Use standartiagers | To define which device you want to trigger the event, click

Parfd dard triggers on the hyperlink after “use”. To set it as the ACT device, click on the hyperlink,
| z bigger termplete and select the relevant device name from the dropdown menu.

act demao
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Trigger Types (Trigger Using)

It is useful to think of this as a master trigger type.

General | Triggers |,ﬁ,r_1j.;||-|5 | Resources | Any controller/door. Will trigger on any of the
doors/controller that you choose.

Use actdemo to trigoer the event

Trigger using aay conirader
Startactions| (3] any controller Specific controller/door. Will trigger on a specific

Description | (@] any door door/controller, chosen by the user.
|ﬂ| doors in gn:uup'D%rGrDUF" Group options, will trigger based on the groups that you

B | specific controller N setup in the Integration addition stage.

| specific door 3 )
= Any device event will trigger, initially, when any event occurs

@ Communication channels on the device. Within the “any device event” setup you may

) set “device event rules” which will constrain which events will
any device event

trigger the event.

Note for group triggers: If you want this event to be databased under the name of a specific object, and not
the name of the triggering group, you will need to modify the Description field in the General tab of the Event

setup. Click on the @ to see a list of available descriptions. Here is an example which will database the text
“Door Name” along with the name of the door object that triggered the event:
Descrption |Doar Name: 5«::I:uj_name|

New

After selecting a master trigger type, you will need to add a trigger to the event. Click on in the

Triggers tab. This will bring up the dialogue box you see below:
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e Any Device Event

o

i New device event trigger

Mew device event trigger

Configure settings

For example within the
anydeviceevent  gption you may
choose what type of device
Event will be your trigger.

Event l Door Events E ]

Schedule | I clvays |

The event must also match anw of the following rules

Choose from the drop-down
menu. The ACT device offers
Alarm, Door, General and
Reader Events.

-~
Description

'Event’ equals Exit Button Used

| Mew
Edit
|— alf constraints need to be
Delete . .
fulfilled to set off a trigger. If you
do not define a constraint

literally every single device event
will trigger this event.

Note: You may set multiple
constraints. Choosing if 2%, or

litem

To add/edit/delete a rule (a

constraint) use the New, Edit,
oK H Cancel

and Delete buttons on the right

o =

= e
|&| Mew device event rule

Hew device event rule

Configure settings &

5|is:fem Time eguals
— Systermn Time

ACT Time

Event

DoorID

Location Moi

hand side.

To change the constraint click on the first hyperlink, this will
bring up the full list of available rules.

To modify the way this rule will be treated click on the

second hyperlink (m% in the example) this will show you
the rules options.

Note: When all available options are known to CathexisVision you will see a drop-down menu. When these
variables are not pre-defined you will need to fill them in yourself. The information pulled through to the
events is information sent to CathexisVision from the ACT device. See either the ACT settings, or the
Integration devices —> Device Events, for the strings needed here.

e Any Door/Fence

The non-Any Device Event triggers have a slightly different setup window. In these instances you do not need
to set constraints, since you are essentially adding them one at a time. This option is better if you have a select

few triggers that you want to use.
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-~

] - Since you are only using one type of object to
| | New object tr |2 | ) e .
3 b i 5 trigger the event in this instance, the dialogue

New object property trigger 4 = will appear as the New Device Event Rule
Configure settings ,_/" window did previously.
Online equals Note: this is true for groups too, since a group
may only be made up of one object type.
schedule | [ Always - y only P ject typ

d. Actions

Once you have defined the triggers that are going to initiate your event, you will need to define some Actions.
The ACT integration allows for control of the ACT device via the CathexisVision interface.

Add an ACT Control Action

E Record camera...
|2 C?{truIACTDemu...

Navigate to the Actions tab in the Event, click on New, and select your ACT device
from the dropdown menu.

Control device
Once the Act device dialogue is open, click on the E?-:h‘i}icon to retrieve

a list of ACT objects that are open to the CathexisVision system for

control.
Device Advanced

e e oy i...@":.mr Select the object you wish to control,
= and click on OK.
[r— iy

Configure command

Command

T R ~| After you have selected your object the Command drop down menu, will be
Lok populated with the available commands.
Mormalise
Pass % In this instance, you may pass any of the commands, to the left, to the ACT
Unlock door that was chosen in the previous step.
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Please remember that this appnote was designed to deal specifically with this integration. For further
information about the CathexisVision software please consult the main manual (http://cathexisvideo.com/).

For support please contact support@cat.co.za
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